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Process Rights Management (1)

O /11— Z\)l/(,j:de%:?I/O?'%)O)’CLi?Q& Hh—xI
CEEINIEEXTFIVvITBLOICER

O%%&ZO%mTéﬁé@LAﬁﬁﬁﬁﬁﬁé7ﬂt
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Process Rights Management (2)

O N—RIVADFFEZ I —TILL TERE
O ppriv-lv AX Y RICTYRTLDFER X

$ ppriv -lv

contract_event
Allows a process to request critical events without limitation.
Allows a process to request reliable delivery of all events on
any event queue.

contract_identity
Allows a process to set the service FMRI value of a process

contract template.

O FFHEER7 71
O /etc/security/priv_names
O priv_names(4)

0O EHEINTWBHFIEDRHA
O privileges(5)
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Process Rights Management (3)

O £ FFrEDIERR

O FILE #F4E&

o%?ﬂmeﬁﬁiéﬁﬁm\774»91%A17917FKWLT¢%¢
O IPC 5¥E

O XF%ipc CHEDRIEIL. IPCA TPV N7 I ERAGIEHEEWITS
O NET $F#&

@ %ziﬁﬂ net CIAE 2HEHEIL. BEDR Y NT—VHEEAD T £ 2 5 ATREIC

O PROC g
O XF% proc T E 2 EHEIX. TOEANZTNEGROREINLBEAZET

X5
O SYS HtE
O XFFlsys THEZIHEHHEIX, REOVRATLBHEICHTZEFIEOT IR
A T7OERICE5Z 3
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E K (Basic) ez v ~

O REXD—IA—HYTOCREREDT IV EREREESD

O proc_fork, proc_exec, proc_session, proc_info, file_link_any
O Allftet v b

O MRDA—NI1I—HTOCREAFEDY AT LLEDFEZST

OXTOLRIFADDEFIELEY &HD
O Z17t v b (BE): REBMLIFIE
O &t v b (I):exec ICHEE I N 24518
O Aty M(P): 7OERDEXREFELY ~

O LRty ML): 7OECRBELVZDOF7OCANEIGT 2HERED LR .
CDRFHEEY NLICHTBAERIITARTRDexec ICHET S
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Opprivad~Y Y RZEFRHTHETOERICEIY HTOENE
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$ ppriv $$

737: bash

flags = <none>
E: basic
|: basic
P: basic
L: all

WRFKO—1— 7O ADWEEITLEEDL I BREZRETH S
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Privilege Aware(PA) & Non-Privilege Aware(NPA)

OWMEDT7T T r—arveEDHEBRMAERE
O &3k M 7O+t R 1% Non-Privilege Aware & L T3

# ppriv "pgrep nscd’
99:  /usr/sbin/nscd
flags = <none>

E: all

I: basic
P: all
L: all
# ppriv pgrep nwamd®
23:  /lib/inet/nwamd
flags = PRIV_AWARE
E: basic,file_chown_self,file_dac_read,file_dac_write,net_privaddr,net_rawaccess,proc_audit,proc_owner,
proc_setid,sys_config,sys_ip_config,sys_ipc_config,sys_net config,sys_res_config,sys_resource
I: basic,file_chown_self,file_dac_read,file_dac_write,net_privaddr,net_rawaccess,proc_audit,proc_owner,
proc_setid,sys_config,sys_ip_config,sys_ipc_config,sys_net_config,sys_res_config,sys_resource
P: basic,file_chown_self,file_dac_read,file_dac_write,net_privaddr,net_rawaccess,proc_audit,proc_owner,
proc_setid,sys_config,sys_ip_config,sys_ipc_config,sys_net_config,sys_res_config,sys_resource
L: all
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O truss A~Y¥ Y KREHWS

$ date 010509102009
date: cannot set date: Not owner
20094 01 A05H (H)09BF104 007 JST

$ truss date 010509102009

execve("/usr/gnu/bin/date”, 0x08047DE4, 0x08047DF0) argc = 2
mmap(0x00000000, 4096, PROT_READ|PROT_WRITE|PROT_EXEC, MAP_PRIVATE|MAP_ANON, -1, 0) = 0xD1FB0000

open("/usr/share/lib/zoneinfo/Japan”, O_RDONLY) = 3

stat64(3, 0x0804784C) =0
fstat64(3, 0x08047A1C) =0
read(3, " T Zif\O\O\O\0\O\O\O\0".., 125) =125
close(3) =0

locl ime(3. 0x08047CE8 Err#l EPERM [ ime]
open("/usr/gnu/share/locale/ja_JP.UTF-8/LC_MESSAGES/coreutils.mo", O_RDONLY) Err#2 ENOENT
fstat64(2, 0x08046D14) =0

datewrite(2, "d ate", 4) =4
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Opprivd~¥ > RzFHW3
$ ppriv -De date 010509102009
date[1130]: missing privilege "sys_time" (euid = 6985, syscall = 192) needed at secpolicy_settime+0x16
date: cannot set date: Not owner
2009 01 A05H (A)09Kf104 00 JST

$ ppriv -vl sys_time

sys_time
Allows a process to manipulate system time using any of the
appropriate system calls: stime, adjtime, ntp_adjtime and
the 1A specific RTC calls.

O TDfth DTrace ZFIHT B &£ RAIEETH B

O http://www.opensolaris.org/os/community/security/files/privdebug.pl
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OYIIICNLTHIEDT Ny JE—KRAEZONIZT S

$ ppriv -D $$
OOV RAEFTTZE, TNV ITIBEHRIAEAIND
$ date 010509102009

date[1154]: missing privilege "sys_time" (euid = 6985, syscall = 192) needed at secpolicy_settime+0x16
date: cannot set date: Not owner
200901 B05H (H)09BF104 00F JST

$ touch /testfile
touch[1157]: missing privilege "ALL" (euid = 6985, syscall = 225) needed at zfs_zaccess+0x1dc

touch: cannot touch “/testfile': Permission denied

OUFEDTNY TE—R%EOFFIZT %

$ ppriv -N $$

ppriv[1160]: missing privilege "proc_owner" (euid = 6985, syscall = 5) needed at secpolicy_proc_access+0x16
ppriv[1160]: missing privilege "proc_owner" (euid = 6985, syscall = 5) needed at secpolicy_proc_access+0x16
ppriv[1160]: missing privilege "proc_owner" (euid = 6985, syscall = 5) needed at secpolicy_proc_access+0x16
ppriv[1160]: missing privilege "proc_owner" (euid = 6985, syscall = 5) needed at secpolicy_proc_access+0x16

ppriv[1160]: missing privilege "proc_owner" (euid = 6985, syscall = 5) needed at secpolicy_proc_access+0x16
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O SMF 7% |

Ivar/svcimanifest/system/sar.xml

<exec_method
type="'method’
name='start'
exec='/lib/svc/method/svc-sar Yom'
timeout_seconds='60">
<method_context>
<method_credential
user='sys’
group='sys'
privileges="basic,file_dac_write' />
</method_context>

</exec_method>
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&/NFEZRET 73K (2-1)

Opprivad~¥> RZ=BHW3
fusr/bin/ppriv -s [AEILP] [+-] privl, priv2, ... PID
O -s: [FHEZRE
O A:All
OE: EfTtv b
Ol: #EEY b
OL: EfREY b
OP: FfAtv b
O +: B
O -: HIfR
O privl, priv2, ... AV TCRUSNI4HEY X b
OPID: 7AEAXADID

00
. -
O:%® opensotaris



RINBEERET 2% (2-2)

O ppriv D& B 7R {5
$ ppriv $$
1238: -bash
flags = <none>
E: basic
|: basic
P: basic
L: all
# ppriv -s EIP+sys_time 1238
$ ppriv $$
1238: -bash
flags = <none>
E: basic,sys_time
|- basic,sys_time
P: basic,sys_time
L: all
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x/NFEZERE T 5% (3)

O RBAC =W 5%
o FFil %1% m

OVATLEERDEF2 T4 7%}5527 7 A
)% /etc/securlty/pollcy conf %z 5% 7E

o FFil TR b
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Process Rights Management & & &
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User Rights Management
Role-Based Access Control (RBAC)
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A—HILEA ST EH FATRELHERR:
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A—HFILEA ST EH P RELHERR:

2 Administration i}i

S !

[ admin —
_ [ | Audit Contral (Configure Solaris Auditing)
|_| postgres -
[ | Audit Review (Review Solaris Auditing logs)
P || Basic Actions (A minimum set of actions necessary to login thn
| | zfssnap —
| | Basic Solaris User (Automatically assigned rights)
[ | Brightness (For authorized users to Control LCD Brightness)
|| CPU Power Management (For authorized users to manage CPU||
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=
=1 == tF — —+jdoe
T =@
p Operator
=#
A TO77 0 iR cfEF 7O 7 A
T Operator 4 E— Media Backup
—Ip Printer Management 4
Hii ¥ ¢ HERYE e¥a2UF(—BEEEOITLK
Jazrqan WH7O7rF10 Jusribin/ipset:egid=14
fusrflibfipfipsched:uid=0
‘4 f_\ justisbin/lpshut-euid=Ip
fusrfuch/pg:euid=0
tXallrqa—BiE B
EHOMFIOTF
REE
solaris.admin printer.read

solaris.admin.printer.modify

solaris.admin.printer.delete
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OV AT LDFIRET AT hTUID, K—
FTAL I NY, INZAJ— I\foké:éﬁﬁ

o /etc/passwd ICTZY M) &#FD

oAdJ4 YL T{ERIFHEEZRWL

o &%l (role) (XIfFRZEFATINTWVWB I —HH, su
TV RICTHATZ I EARHRICLTWS

o pam_roles(5) EV a—Juic&kVY s 4 v EHIR

O BEIIFEDIEFXRZEKT 5
0O T —AR—XEE, 1—H5EIE,
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&2 (Authorization)

OERREREF2 YT ICHEERIFTTREMEDSH DR
ek 1— Y 1 ZREIDRTTEEICT 57 7 L AHE

OMIMEIFA—RILLARNILTEXIY T4 RS —4AEHE
zéwuﬂbaﬂuﬂ7uv—ya YLRIVICTES
n

O /etc/security/policy.conf IC—#% 1 —HH CD-ROM 7 /31 RIZT7 U X %A 8E
IC 9 % &R solaris.device.cdrw DAEEZINT WS

AUTHS GRANTED-=solaris.device.cdrw

O policy.conf
O VRTLEEDEX 2V TAEEDT 74 hEEDESR

0fl: £TOI—HICEIYETONZENTO T 71
PROFS_GRANTED=Basic Solaris User
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&2 (Authorization)

O AGER I Jetc/security/auth_attr ICEZRINTWS

authname:resl:res2:short_desc:long_desc:attr

authname: AR ZHNT 51—V RERDXFS, prefix.[suffix]
DX TIEE. OpenSolaris Tl prefix IC solaris % {#
9%, TOMICTOWTIEEEZF>llimD1 >4 —
XY hRXA /%%’:19_5‘5 WS L THIA (ex. com.xyz)
suffix ICIEEER T DHREEPIRIE 2 RIRT 5,

resl, res2: FHT7 14 —IL K,

short_desc: 7%5?30)%5\,\%%530

long_desc: AROBEN, 77V 5= a3y, BETR1—HRE%E
AR,

attr: key=value ERICTCAH T a VDOBMUAIEET 5, F—

7 — K help & /usr/llb/help/auths/locale/C/ ICEDN D
HTMLERDANIL T 7 71 IVEIBET %,
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O %= admin DB
# roleadd -m -d /export/home/admin -P "System Administrator" admin
/etc/passwd
admin:x:6986:1::/export/home/admin:/bin/pfsh
O &= admin IZ&EE solaris.role.* %Y 4T3
# rolemod -A solaris.role.* admin
/etc/user_attr
admin::::type=role;auths=solaris.role.*;profiles=System Administrator
O 1—% demo IC1%E] admin Z&EIY H T3
# usermod -R admin demo
/etc/user_attr
demo::::type=normal;roles=admin
# roles demo

admin
83%0 opensoLaris
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O OpenSolaris ICTIRHFEINTWE 7O7 71/l )b
O /usr/bin/pfsh
O /usr/bin/pfcsh

O pfexec
oM TOT7FAINICEREINSGOT Y REZELT
oadvwvRNIiE7O77 'f)l/y::)lxh_é:o‘tu}vu n5
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[etc/user_attr (1)

O /etc/user_attr I 1 —H DILRBM Z R E

user:qualifier:resl:res2:attr

user : Jetc/passwd ICEREI N1 —HEF /- I13&RE L
qualifier, res1, res2: F#7 14 —ILR
attr: IOV TRYIOGhAFTarT74—ILEK,

key=value XX ICCa—H¥H <> NEIT LB
ICEAINZ X1 T 1 BHEZBET %,

O
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[etc/user_attr (2)

O attr 7 4 —J)U R CERATIEER key Z LA FICTRT

type normal (8% 11—, role (7% E,
auths : auth_attr ICTERINDI AR ZEET %, 7RAY R

J* HERAWTI714IL KA—RKIEENAIRE, EHIEET D
E&IFa Y~ TR 5,

profiles : prof attr ICTEHRINZEMTOT7 71 IR EZIBET %,
BHRODIEEX IV TRYI>TI/EREET., UNIXP T
D PATHD & D ICEMET %,

roles : A—HICEYHTHREZIEET 5, EEIETET 2555
I3~ TR B, type=role TEHREINTWBI VK
JICIE R E R,

N

defaultpriv : 074 VEOYMFEZEIY HT5,
limitpriv : 11— 0O LREFEZ EF

lock_after retries: 7Aoo v hoOy IR —%&KE,

F DD key ICDWTIE man R— user_attr(4) = &R

VAL
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¥#F 7’07 7 1)L (Rights Profiles)

O RENX/IXA—HICEIY HB TSI ENHFKDIEEIER
DEFY

OWEM 707 714 ILDIER
O HKERIC L BHERK
ot¥xalFsEMAERE > >OTY NICLBEK
o 1’@@1@@7[17 1 IVIC L BHERK

O &M 7 7AIERD T 74 IVICTHERK

o /etc/securlty/prof_attr
O /etc/security/exec_attr
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[etc/security/prof_attr (1)

OMENMZ7OT77AINDEERIT 74

profname:resl.res2:.desc:attr

profname : AN ZO7 7408, KXFNMNXFOXRAH S

& Lu_/f%'o
resl, res2 : 714 —ILR
desc : ¥Rl 707 74 ILDEREA,
attr : LI JOVICTRY > TETROEXF2 Y T4 BMH

4T aViEEYT B, key=value I\
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[etc/security/prof _attr (2)

Oattr 7 4 —JL RCHERAABEA key ZLLFICTRT

help : auth_attr & @E#RDIK L,

profiles: prof_attr Ofhd profname #35ET %,

auths : auth_attr ICTEEH S h%%w% EEY B, 7RI
7 "ERAWTT4I R A— RIgEENTHRE,

privs : SENFX 72 id 12— ITEIY BT S 4FE (priv_names(4)

543,573\ ) % j:E Ao
profiles, auths, privs DN L BEDIEET 2175(1F. IV Y TR > THEETHE
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[etc/security/exec_attr

OEXFT7OT77AMIDERT 714
name:policy:type:resl.res2:id:attr
name : prof attr ICEZINZENT7O7 744

policy : ¥al) T4 R D%ZIEE, suser(standard Solaris
superuser) & solaris D 2 &N 5 EAIBE, solaris D5
B3 HFHE (privileges(B)) Z 359 B HY.  suser [FFFIEZ

R A DR AN AW
type: cmd i&id 7 4 —J)L RIZETTZAT Y KPRI YT b

HIETET D, act ! Trusted Extensions Iic TERA I .
id 74 —JLRKICIZCDET7 V7> avaiEET 3,

resl, res? : 8714 —IL KR
id : ETTAATY REIINRRATIEET S, OX Y RDF

T72avhHBHEICIE IR ) T MR LT,
ZDARAYY) T MNEBET 5,

attr : suser DIz, euid, uid, egid, gid DIEE D T EE,
solaris MIZ&E.  privs, limitprivs HY$8 7€ AT RE,
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O 21—*% demo ICHEBR 7’0 7 7 1 JL File System Management = Z|\) 4T3
# usermod -P "File System Management" demo
O /etcluser_attr ICLATTD TV M) =8I N D
demo::::type=normal;profile=File System Management
QIYYTLHNATOT 741 ILDHER
$id
uid=6985(demo) gid=1(other) groups=1(other)
$ profiles
File System Management
SMB Management
VSCAN Management
SMBFS Management
Basic Solaris User
All
Oa1—4Hdemo TEI—FTALINIICHRTALI M) 2/ERRFAIREICTR D
$ pfexec /usr/bin/mkdir /testdir
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RBAC #mk 7 7 1 )L DE %




OBEARVZITODICA—/INAI—YTHBIVLE
TR <o/
O RANZERDADFAHET BIFEIC. root /N7 —
N7 4 53’%%\;75‘@(@“) ‘|Z=\=1')T4')7\7
HVERIR H S B
O /etc/security/prof_attr ICIEk<2 2707 74ILD
BICEZEINTWADT, Fithrole 2 1EKT %
DIZEFTH B
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Jan. 2009

Takanobu Masuzuki
OpenSolaris Evangelist




O Solaris DY AT ALABERFI AV K
O http://docs.sun.com/app/docs/doc/819-0383/prbactm-1?l=ja&a=view
O SDC DiesE
O http://sdc.sun.co.jp/solaris/solaris10/security.html
OfZBI7 74 IBLtavY Y KO man R—Y
O Sun Tech Days 2008 in Tokyo "Developing & Deploying Securely
by EFlF7=ER "
O http://sdc.sun.co.jp/techdays/presentations/2008/PDF/2-S-6_Security.pdf
O OpenSolaris Security Project
O http://www.opensolaris.org/os/community/security/projects/rbac/
O BigAdmin
O http://www.sun.com/bigadmin/xperts/sessions/16_prm/
O Casper Dik's Blog

O http://blogs.sun.com/casper/entry/solaris_privileges
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RBAC Step by Step (reboot role)

$roles

No roles

$/usr/sbin/reboot

reboot: permission denied

# roleadd -m -d /export/home/reboot reboot
64 blocks

# passwd reboot

New Password:

Re-enter new Password:

passwd: password successfully changed for reboot
# grep reboot /etc/passwd
reboot:x:102:1::/export/home/reboot:/bin/pfsh
# usermod -R reboot demo

UX: usermod: demo is currently logged in, some
changes

may not take effect until next login.
# grep "demo" /etc/user_attr

demo::::;type=normal;roles=reboot

# echo "REBOOT:::profile to reboot:help=reboot.html"
>> [etc/security/prof_attr

# rolemod -P REBOOT reboot

# grep reboot /etc/user_attr
reboot::::type=role;profiles=REBOOT
demo::::type=normal;roles=reboot

# echo "REBOOT:suser:cmd:::/usr/sbin/reboot:euid=0"

>> [etc/security/exec_attr

$ roles

reboot

$ /usr/sbin/reboot

reboot: permission denied
$ su reboot

Password:

$ /usr/shin/reboot
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OpenSolaris ICTroot AT A

O OpenSolaris D#JHAFZTE Tl root (& role & LT
HEINTWS
O root TlEO T 1 > AL
O 14 YVAN—JVEFICERRT BD—fig2— D root role Z{EFHT X
B5EIICERKEIND
O OpenSolaris Troot TAJ A >3 5|
O rootrole AEIY ¥ TEHNTWBI—FHSEE S IR
OGUI" I—HeEITIN—T "% AT LA Z1—H56EEL
T A VRAMN=IEIZERR LIz2— 7 HhHD > MDD User
Role ™5 rootDF v I &HT

O rolemod O< Y RIZTroot % role 5 normal ICZ &

# rolemod -K type=normal root
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Solaris RBAC vs sudo

R Solaris RBAC Sudo
Authorizations O X
PAM @) @)
Cross Platform X @)
Kerberos Support ©) ©)
Solaris BSM Audit O X
RUID O O
EUID @) X
RGID O X
EGID O X
Hierarchical Profiles O X
Network Wide Policy ®) ®)
Host Specific Policy O O
Netgroup Policy X ©)
Require Password X ®)
Allow no Password @) ®)
Cached Authentication X O
Restric Users O X
Profile Shells O X
Control cmd arguments X O
Privileges/Capabilities Aware ®) X
Authenticate as Self X @)
Control Sensitive Environment Variables O O
Control UMASK X O
Fine grained Policy Admin O X
Default Profiles for OS Admin O X

Ois® opens



	==TITLE==
	ページ 2
	ページ 3
	ページ 4
	ページ 5
	ページ 6
	ページ 7
	ページ 8
	ページ 9
	ページ 10
	ページ 11
	ページ 12
	ページ 13
	ページ 14
	ページ 15
	ページ 16
	ページ 17
	ページ 18
	ページ 19
	ページ 20
	ページ 21
	ページ 22
	ページ 23
	ページ 24
	ページ 25
	ページ 26
	ページ 27
	ページ 28
	ページ 29
	ページ 30
	ページ 31
	ページ 32
	ページ 33
	ページ 34
	ページ 35
	ページ 36
	ページ 37
	ページ 38
	ページ 39
	ページ 40

